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Parallel generator of g-valued pseudorandom sequences based
on arithmetic polynomials

Abstract. A new method for parallel generation of q-valued pseudorandom sequence based on the presentation of systems generating logical
formulae by means of arithmetic polynomials is proposed. Fragment consisting of k-elements of q-valued pseudorandom sequence may be obtained
by means of single computing of a single recursion numerical formula. It is mentioned that the method of the “arithmetization” of generation may be
used and further developed in order to protect the encryption gears from cryptographic onset, resulting in the initiating of mass hardware failures.

Streszczenie. Zaproponowano metode rownolegtej generacji q-wartosciowych sekwencji pseudolosowych na podstawie przedstawienia generuja-
cych uktaddw rekurencyjnych wzoréw logicznych za pomoca wielomianéw liczbowych. Fragment zawierajacy k elementéw q-wartosciowych sek-
wencji pseudolosowej mozna uzyskac za pomoca jednokrotnego obliczania jednego ze wzoréw numerycznych. Zwrdcono uwage na to, ze pro-
ponowana metoda “arytmetyzacji” generowania takich sekwencji moze w przysztosci by¢ rozpowszechniona na przypadek zabezpieczenia urzadzen
kryptograficznych przed kryptoanalitycznymi atakami, polegajacymi na wywotywaniu masowych zaburzen funkcjonowania osprzetu. (Rownolegty

generator g-wartosciowych sekwencji pseudolosowych wykorzystujacy wielomiany arytmetyczne)
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Introduction

Many specialists connect the further development of in-
formation protection facilities with the application of multiple-
valued function of logical algebra (MVFLA), in particular,
with the use of pseudorandom sequences (PRS) over GF(q)
(g > 2), which possess a wider scope of unique features, if
compared with binary PRS. The most effective and approved
way of obtaining PRS is the use of special switching networks
called linear feedback recurrent shift register (LFSR) [1-3].

General information
Construction of LFSR over GF(q) (hereinafter ¢-LFSR)
is carried out by means of given characteristic polynomial:

P(2)=2"®p—12" ' @®pr22" %@ ... ®py (mod g),

where P(z) € GF(q), and r is P(z) polynomial order, r €
N, and to the constructed according to it recurrent equation:

(1) Sn+r = Pr—1Sn+r—1 @pr72sn+r72 ® ...

.o ®posn, (mod q),

n=0,1,2, ...;where p; € GF(q),0 < j <r—1;&—is
the symbol of addition according to mod g.

In general case ¢-LFSR consists of D; (j =
0,1, ., 7 — 1) cells and has the following initial fill:
80,81, «--5 Sr—1. Here the “cell” is the [log, ¢| parallel
stage register ([«] being the least integral number equal or
more than x). After the first cycle ¢-LFSR has the following
fill: s1,82, ..., 5. In general ¢-LFSR generates infinite ¢-
valued PRS: 80,581,582, «-.y Sp—1, ... [2]

In notation of linear algebra the next ¢g-valued element of
PRS s, is represented as a product:

T
Sn+r Sn4r—1 Pr—1 10 0
Sp4r—1 Sn4r—2 DPr—2 0 1 0
Sn+2 Sn+1 pr 0 0 1
Sn+1 Sn Po 0 0 0

In the Fig. 1 Structural diagram of the sequential ¢-LFSR
functioning is shown.
As we know, PRS over GF(q) has a range of “useful”
structural properties, including [2, 3]:
e number of symbols at the period of PRS or PRS period
is definedas L = ¢" — 1;

e number of similar nonzero symbols in the PRS period is
equal to ¢"~!, and the number of zero symbols is equal
tog" ! —1;

e addition of elements in a PRS with elements of the same
PRS shifted numbering (except number equal periud
repetition) gives a similar PRS shifted numbering;

e autocorrelation function of PRS is defined by means of
the ratio p(0) = 1, p(i) = — 77,1 <@ < ¢" — 2, etc,

Method of parallel generation of ¢-valued PRS

In the most of practically important cases, besides the
“useful” structural quantities, every complex system should
be aimed at the achievement of some limiting characteristic
or some quality indicator, what can be obtained by means
of the minimization of the quantity of operations, using of re-
sources or parallelization of computational processes of the
system [4]. So, the paper [5] shows the algorithm of par-
allelization of generation of binary PRS based on the pre-
sentation of systems generating recurrent logical formulae
by means of arithmetic polynomials. At the same time the
development of computing machinery and software requires
the invention of the new approaches to firmware realization
both of binary functions and (¢ > 2)-valued functions of logi-
cal algebra [6, 7, 8].

Let sg,s1,82, ..., Sr—1,... — be the PRS elements,
satisfying the recurrent equation (1). Because any element
sn (n > r) of the sequence s, S1,82, .., Sp—1, ---
are calculated recursively on the basis of known r el-
ements, let us represent the elements of PRS section
Sntrs Sntr+1, .-+, Sn+2r—1 With the length r as the sys-
tem of characteristic equations:

Sn+r = Pr—1Sn+r—1 @pr72sn+r72 D ...

... ®posn, (mod q),

Sntr+1 = Pr—1Sn+r @ Dr—2Sn4r—1 D ...

(2 §...®posSnt+1 (mod q),

Sp+2r—1 = Dr—1Sn+2r—2 B Pr—2Sn+t+2r-3 S ...
e ®poSptr—1 (mod q),

where [Sp4r Snirt1 .. Snitar—1] — IS the vector of PRS
r-condition (or inner condition of g-LFSR on the r-cycle).
By the analogy with [5], let us express the right parts of
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Fig. 1.
addition and multiplication of the mod q)

the system (2) through the given initial condition:

3)
Sntr = Pr—18n4r—1 D Pr—28Spn4r—2@ ...
.. @posn, (mod q),
Sn4r+1 = prfl(pr713n+'r71 S5 Pr—28n+r—2 D ...
.- EBpOSn) D pr2Snir—1D ... Dposny1  (mod Q)v

.. @posn) D Pr—2Sn4r—1D ... @p08n+1)@
@p'r72(prflsn+r71 ©® Pr—28Sn+r—2 D ... EBposn) D ...
B Po(Pr—18ntr—1 B Pr—2Sntr—2® ...
. ®posn) (mod q).

Let represent the system (3) as the system » MVFLA or
of r-variables:

(4)

f1(8n+7«,1, ey Sn) =
pﬁo,)lanA S3) piO,)anH,g D...d péo)sn (mod gq),
f2(3n+r—17 ey 571,) -
piljlsn+7,_1 & p£1,)25n+r_2 D... @pél)sn (mod q),
fr(57z+r—17 ey Sn) -

(r— (r—1)
Py 1 snﬂ, 1DPDP,_o ' Spir—2@...

. (()T Yen (mod q).

Coefficients pl(-j) € {0, 1, ..., ¢—1} are formed after reduc-
tion formulas (3). Structural diagram of the parallel operation
of the generator in accordance with formula (4) has the form
(see Fig. 2).

We know that the arbitrary MVFLA may be represented
as arithmetical polynomial defines as [7, 8, 9]:

=1

10 7;7‘71
(5) g a; s 5n+1 cee Spde_1s

where a; is the i-ratio of arithmetical polynomial; S =
SnsSnt1,---55n+r—1 are the arguments of MVFLA s, €
0,1,...,¢g—1(u=0,1,...,r = 1); (ip 41 ... iyr_1)q IS
the representation of the ¢ parameter in the g-ary notation
system:

(i i1 ... (iy €0,1,...,q—1);

r—1
. - r—u—1
Z7"71)q = § tuq

u:07
i # 0.

Sn+42r—1 = prfl(prfl(prflsn+r71 @ Pr—2Sn+r—2 ® ...

Structural diagram of the operation of the sequential ¢-LFSR in accordance with formula (1) (¢ and ® — according to transaction of

By analogy with [8] we may realize the MVFLA system
(4) by calculation of some arithmetical polynomial.

To do that, let us coordinate MVFLA (4) system with the
system of arithmetical polynomials (5). Then we get:

A(S) = g -1 Colo ol Ir—1

1( ) T 4ui=0, a1, Sp 8n+1 s Sngr—1o
qT7 -1 C olo ir—1

6) Ar(S) =00 agiss;q - Sy 1,
A(S) = ¢ -1 ir—1

(9) =21, " an; s Syl e Sppr_1-

Let multiple the polynomials of the system (6) by weights
Ti=1,2,...,7):

-1
A3 (S) = ¢"Pi(S) = fzol ai,; S%f)s’ill‘l*l s Spgr—1o
* -1 b —
A3(S) ="' Po(S) = >y " ab, S0 Spir—1s
* — N 1 b —
A’I‘(S) = qr 1PT(S) ;1—0 CL 81037L+1 S:L-Hl‘—l?
Whereaf7i:q171a17¢(l:1,2,.. =0,1,...,4"—1).
Then we get:

¢ -1 d

* ’L() 11 ir—l
E E (1171 Sn $n+1 Sn+r71'
1=0 =

According to paper [8] the modular form of an arithmetical
polynomials can be received:

z,,

n+r 1 (mOd qT) ’

¢ -1
(7) | M(S) = @ cls“’anrl
=0

where

s
c=@ai; (i=0,1,...,¢7" = 1).
=1

Let computing the values of the required MVFLA. To do
that, we should represent the result of calculation of MVFLA
in g-valued notation system and apply the masking operator

ENM(S)} 1ol

=t (0(8)) = ms)J (mod q),

where ¢ is the required g¢-stage of the representation M (S).
Structural diagram of the parallel operation of the generator
in accordance with formula (7) has the form (see Fig. 3).

Numerical example

Let examine the construction ¢ = 3 LFSR, generat-
ing 3-digit PRS given by characteristic equation: sxi13 =
28p+2 @ s (mod 3) and initial fill: so =0, s1 =1, s9 = 2.
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Fig. 2. Structural diagram of the operation of the parallel ¢-LFSR in accordance with the formula (4)
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Fig. 3. Structural diagram of the operation of the parallel ¢g-LFSR in
accordance with the arithmetic polynomials (7)
The corresponding characteristic polynomial is represented
as: P(z) = 2% + 222 + 1.

In this case the system of characteristic equations for the
PRS section of three elements will be represented as follows:

$3=282® sy (mod 3),
$4=283® s (mod 3),
s5 =284 ® sy (mod 3).

Then let us represent the system of characteristic equa-
tions as the MVFLA system with right part of equalities, ex-

pressed by means of initial given conditions:

f3(52,51,50) = 252 @ 59 (mod 3),
fa(s2,81,50) = 82 @ 51 © 250 (mod 3),
f5(s2,81,50) = 80 ©2s; (mod 3).

According to (6) we shall get the system of arithmetical
polynomials as follows:

Ag(S) = %(1482 - 68% + 48() - 398280 + 2].8()8%+
+15s3s2 — 9s353),

Ay(S) = %(852 + 851 + 425189 — 305152 — 305952+
—|—185%3§ + 28sg — 78spSo + 305053 — 78sps1+
+78s05182 + 305057 — 18505753 — 1253+

+42s2s9 — 185253 + 425251 — 72525152+
+18s2s153 — 185357 + 18s2s257),

As(S) = %(1451 — 652 + 4809 — 395150 + 218057+
+15s3s1 — 9s3s7).

Let realize the system of arithmetical expressions as
arithmetical polynomial:

D(S) =

% (1432 — 68% + 4sg — 395950 + 21808% + 155832—
—9s2s3) + 31(%(852 + 851 + 425152 — 308155 —
—30325% + 185%5% + 2859 — 78sps2 + 305053—
—T78s081 + 78505152 + 30808§ — 18808%8%—

—12s% + 425359 — 185353 + 425351 — 72835152+
+18s8s155 — 185357 + 18s3s257)) + 3% (5 (14s1—
—657 + 489 — 395180 + 215057 + 155351 — 9s257)).
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Modular polynomial form will be expressed as:
M(S) =
Tsg @D 933 @ 21s1 4 18sps1 B 95331 @ 1850(9%@
@ 2089 D 15sg9ss P 63(2)32 @ 95152 P 9s5095152D
© 95959 @ 1253 P 35053 © 185253 @ 95155 (mod 27).

According to the given initial conditions we may obtain
the following three-digit fragment of PRS:

s3 ==%{19} =1,
step 14 s4 = Z1{19} =0,
s5 = 22{10} = 2;
s3 = 20{14} = 2,
step 2 s, = =1{14} =1, sy = ZH1T} = 2,
s5 = E2{14} = 1; s5 = E2{17} = 1;

s3 = 20010} = 1, {33 =20{4} =1,

S15 — 50{5} = 2,
S16 = :1{5} = 1,
S17 = 52{5} = 0;

s3 = Z0{17} = 2,

step 5

step 3¢ s, = Z1{10} = 0, sy =24} =1,
55 = Z2{10} = 1; 55 = 22{4} = 0;
s3 =2%9} =0, s3 ==%{19} =1,

step 44 s4 = Z1{9} = 0, sy =219} =0,
s5 =22{9} =1; s5 = 22{19} = 0;

Conclusion

Here is the representation of one of the possible non-
standard methods of realization of parallel algorithm of gener-
ation of ¢-valued PRS, based on the arithmetical representa-
tion of MVFLA. The developed algorithm may be used for the
realization of perspective high-performance cryptographic fa-
cilities for information protection.

The further direction of the research is the realization of
the developed algorithm of generation of g-valued PRS using
the redundant code redundant number system, which provide
control over the errors while computing the PRS elements.
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