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An Efficient Nonlinear Post-Processing Applied to Image
Encryption

Abstract. In this paper, we propose an efficient non-linear post-processing placed downstream of an image encryption scheme. It consists firstly to
encrypt the plaintext image by the confusion-diffusion technique using chaotic functions. Then, the resulting image is added to a chaotically
generated image having the same dimensions. Obtained result passed through the arctangent function to give the encrypted image. Computer
simulations have proven the support that a nonlinear function can give an image encryption scheme. In addition, the performance measurements
carried out prove the superiority of the proposed method towards existing algorithms in the literature from the point of view of histogram analysis,
correlation test and key space.

Streszczenie. W tym artykule proponujemy wydajne nieliniowe przetwarzanie koricowe umieszczone ponizej schematu szyfrowania obrazu. Polega
ona po pierwsze na zaszyfrowaniu obrazu tekstu jawnego technikg zamieszania-dyfuzji z wykorzystaniem funkcji chaotycznych. Nastepnie powstaty
obraz jest dodawany do chaotycznie generowanego obrazu o tych samych wymiarach. Otrzymany wynik przeszedt przez funkcje arcus tangens
dajgc zaszyfrowany obraz. Symulacje komputerowe dowiodly, ze funkcja nieliniowa moze zapewni¢ schemat szyfrowania obrazu. Ponadto
przeprowadzone pomiary wydajno$ci dowodzg wyzszo$ci proponowanej metody w stosunku do algorytmoéw istniejgcych w literaturze z punktu
widzenia analizy histogramu, testu korelacji oraz przestrzeni klucza. (Wydajne nieliniowe przetwarzanie koricowe zastosowane do szyfrowania

obrazu)
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Introduction

The progress that the world has seen in the field of
exchange of information and communications, especially
with the Internet tool, has favored a great fluidity of this
information on the various transmission channels. On the
other hand, this information, whatever its nature, sound,
image, video, biometric database, is not immune to
fraudulent attacks. To protect them, several techniques
have emerged, including steganography [1, 3],
watermarking [4, 6] and encryption [7, 11]. The image by its
attractive specificity arouses the enthusiasm of researchers
and scientists to develop other algorithms for its protection.
Among the lines of research, we cite the encryption of
images which is generally subdivided into two main parts:
image encryption in the spatial domain and in the frequency
domain [12, 14]. In this paper we are interested in the
spatial domain which is essentially based on the
architecture of confusion-diffusion, in which, we proceed to
the change of the location of the pixels in the first place then
to the change of their values using the operator XOR. The
appearance of chaos [15] has boosted the research world
to develop other coherent and robust image encryption
algorithms [16] and despite this they will always remain
vulnerable to some cryptographic attacks. This prompted us
to find other ways to develop other more efficient and more
robust algorithms [17]. The basic idea came to us by
inserting nonlinear functions upstream or downstream of
these encryption schemes.

It is in this context that we propose an image encryption
scheme based on chaotic functions followed by the
introduction of a nonlinear inverse tangent function
downstream of this scheme. We will also demonstrate
through simulation tests, the impact of nonlinearity on the
robustness of image encryption through different
performance measures. The manuscript is organized
around four sections, in the first section we recall the
definitions of some functions used, section two is interested
in the proposed encryption and decryption schemes,
section four concerns the experimental results and we end
with a conclusion and prospects.

Preliminaries

In this section, we are interested in the definition of the
chaotic logistic map function used in the confusion and
diffusion phases as well as the inverse tangent function with
which we created the nonlinearity in the proposed image
encryption scheme.
A. Logistic map

The logistic map function is expressed iteratively as:

(1) X,y =rxxx(@1=x)

where X, is the initial condition parameter and

r €[3.98, 4]is the control parameter.

B. Inverse Tangent
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Fig.1. The plot of inverse tangent function

Fig. 1. illustrates the Inverse Tangent (tan-1) function
plot over the interval =20 < X < +20. As shown in this

figure, for real elements of X, tan“(x) returns values in

the interval [—77 /2,77 / 2]. We exploit the nonlinearity of

this function by inserting it into our proposed image
encryption scheme. This will give this scheme a robustness
and immunity against possible attacks. We also recall that
during decryption we use the Tangent function and we have
reversed the roles to avoid the infinite case when X takes
the value 0.
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Proposed encryption / decryption scheme
The proposed image encryption scheme as shown in
Fig. 2 is summarized in the following steps:

> Let P be the plaintext image of size N x N .
» Reshape this input image into a vector V of length

IxNxN.
» Generate a chaotic sequence using the logistic
map function (X, I,) having the same dimensions

as the vector V, with X, the initial condition

parameter and I, €[3.98, 4]is the control

parameter.
» Reorder the vector V according to an increasing

order given by the chaotic sequence (X, ;) to

obtain the permuted vectorV, . This step is called

the permutation phase.
» Generate another chaotic sequence based on the
logistic map function having as parameters

(X,,1,) of the same size as the vectorV, .

» Convert the obtained sequence from [0 1] values
to [0 255] to give another sequence named S .

> Perform the bit-wise XOR operation between V,
and S to form a vector Y as follow:

, Vi ® sy k=1
@ yr_vw@%@yHX=23AwaN

> Generate another chaotic sequence V, based on
the logistic map function having as parameters
(X,,r,) of the same size as the vector V, .

» Calculate the inverse tangent of the sum of the
sequences V, and y to form the vectorV, .

(3) Vv, =tan"'(V,+Y)
» Finally, the encrypted image is obtained by
reshaping V; into an N x N matrix.

The decryption system takes the above steps of the
encryption system in a reverse manner.
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Fig. 2. The proposal encryption scheme

Results and discussion

In this section, we will present the different simulations
made to prove the impact of nonlinearity in the proposed
image encryption scheme. To do so, we have used a
personal laptop in a MATLAB 2018 environment. The test
images used having different sizes, are that of Lena
(256X256), Barbara (512X512) and Living- room
(512X512). Fig. 2 illustrates the test images used as well as
their histograms, while Fig .3 presents the encryption result
of these images and their corresponding histograms. The

initial value and the control parameter (Xp I‘l) of the logistic
chaotic maps are given respectively as follows:

(X, =0.25,1, =3.99): (X, = 0.35,1, =3.99);
(X, =0.45,1, =3.99);

50

(c)
Fig. 3. Standard test images and their corresponding histograms
(a) Lena (b) Barbara (c) Living-room

A. Histogram analysis

As shown in Fig. 3, the three test images of Lena,
Barbara and Living-room have different histograms; each of
them has its own histogram. On the other hand, the
encrypted images as illustrated in Fig. 4 have the same
appearance of their histograms; therefore, an unspecified
attacker cannot extract any specific information to find the
original image. This proves the robustness of the proposed
encryption scheme with respect to the histogram analysis
test.

The loss data test consists in assuming that part of the
information is lost during the path connecting the transmitter
and the receiver. Fig. 5 illustrates the simulation results of
this test, Fig. 5 a gives respectively the encrypted images
with a loss of 25% , 50% and 75%. On the other hand, Fig.
5 b illustrates the corresponding decrypted images. We
clearly notice that despite a loss of up to 75%, the
decrypted image remains identifiable and decipherable,
which qualifies the proposed algorithm as robust with
respect to the loss data test.
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Fig. 4. Encrypted test images and their corresponding histograms
(a) Lena (b) Barbara (c) Living-room
B. Data loss
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C. Correlation analysis

During the correlation analysis, we randomly take 1000
pixels from the original image and the same number from
the encrypted image, then we calculate the inter-pixels
correlation rate in the three directions namely in the
horizontal, vertical and diagonal direction. Table 1
summarizes the results obtained carried out on the Lena
test image. We clearly notice that the correlation rate for the
encrypted image borders on the value 0 and for the original
image approaches unity, we note also the impact of
nonlinearity on the decorrelation between pixels, in fact the
results obtained from the correlation rate in the proposed
algorithm are better than those obtained without the
application of nonlinearity and even exceed those of the
reference [7].

Table 1. Correlation analysis

qora | e | Tam [
linearity
Horizontal | 0.9195 0.0032 0.0059 0.0065
Vertical 0.9548 -0.0029 0.0030 0.0035
Diagonal | 0.9201 0.0007 0.0013 0.0018

(a)
Fig. 5. Loss data test (a) Encrypted Lena (b) Corresponding
decrypted Lena

D. Key space and sensitivity analyses

Concerning the sensitivity test, we assume that the
encryption key is composed of the parameters of the
chaotic functions used in this encryption algorithm

K(X,, 1,5 X, 1, X,,F,)and the corresponding decryption

key is K'(Xy, Iy, X[, 1}, X}, 1, ) . Each time we make a small

change in one of these parameters and we keep the others
as they are. We will then follow the impact of this change on
the decrypted image of Lena. Fig. 6 illustrates the different
cases mentioned and we note that the accuracy of the

parameters [ is of the order of 10° on the other hand that of
the parameters X; is of the order of 10"®. From there, we

conclude that the key space is evaluated at:

0.25%x0.25x0.25x10" x10" x10" x
10 %10 x10" =0.015%x 2% =27

which is Iargoely sufficient compared to that required in
cryptography 2'%.

(@) (b)
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Fig. 6. Test of sensitivity: Decrypted Lena with a minor variation in
chaotic parameters (a) X, =TI, x107'% (b rh=r, x107"

© X =rx10"° @ r'=rx10" @ r,=x,x107"

(f) I’Z' =, x107" (g) Correct key

Conclusion

In this paper, we have introduced a nonlinear function
which is the inverse tangent placed downstream of an
image encryption scheme based on the confusion-diffusion
architecture. Performance measures such as PSNR and
correlation rate used in the evaluation of this proposed
algorithm have proven the effectiveness of nonlinearity in
encryption schemes. Furthermore, cryptographic attacks
applied on this algorithm have also demonstrated its
superiority compared to other works existing in the
literature. This encouraged us to think about designing
other more efficient nonlinear functions that we will use in
our next work.
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